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Abstract

CAPTCHA s are often used on the internet to prevent users from gaining website resources by
Automated procedures. Generally, CAPTCHAS are easily to be captured, so they are also easy to be
broken by deep learning. However, adversarial attack can attack many deep learnings readily.
Therefore, our project is going to come up with a deep learning, being able to solve adversarial
attack. Our project contain three parts : establishing a CAPTCHA breaker, effecting breaker with
adversarial attack and defending against adversarial attack.The part of Captcha breaker uses
simulated target verification code as training data to solve the problem of insufficient training data
and manul labeling; while solving adversarial attacks will use adversarial training and random
noising techniques.

i P

HEFPHEDEH ERRE DY 2 FLFIFRARTF A EFFRE TR ¢ 58
T BART NEF LB R om AR LT B2 FoaaFa@gE TR B
i e ’@ﬁﬁ?%Fﬁ%?ﬂoﬁ{%ﬂ ARt ERpEBRE [ F2 0 0 F
B0 S sk B p i % Captcha > TGRS > A iR RO P ERLL S TR E -
fe B d 34 L BTG A 3**§ww’%f%% &’ﬁzﬁﬁﬁﬂ’wii““%ﬁiﬁ
oo Bk JZE’?F‘/] ARG R pRIEY > Y 5 - 3L TR %ES (B-)
v R R ;H”,\m GBI T 2 TR o BRIV RBEMA IS LI 2 BF A
AR f“%%%4’m$ Wﬁ%m%ﬁww%¢4% %%10%o&%ﬁk%
i ﬁﬂw %v"wfé*ﬁmpﬂ,\ ViV R R —‘ﬂkxﬁ,ﬁ+m+' FITEELZ By ﬁ‘*ﬂﬁt A%z
=2 ﬁimﬁm%?ﬁﬁbﬁﬁ FHREIE P o BREABFRT > &L FE v R DA
AR AFRET o LF AN RORG o ST IR BE LG B IRRRES T R R
FEINEERM oA R, BEFEN TG o

B st o ¥ (adversarial attack) B e i D2 W > 1 ATEF 6 X BT B BRAEM/ T L VR
PR H| W B AL > R R B EIE T Rt PO IR o BREAAFES LA I
> FIEE o F A IS S S B R R S e~ p PR BRI 0 R SRS R
FE o Frie R BRGEABALE R A L FEFER o oA APl & T

< =

DA A ) 4L 2 i_ N _/# =7 K=
FFa 8 FLET S o )
RERTERG TR AR S 0 RRERRBFILS N B L S [ EITT RS ‘E!-L'ﬁ W N

7 i 'fqz R A



= covm-19 ARBEROTE w EEE RMRX -

558
5 &+ fRe
soEY
BEFFY o puRssE
BRRESE
BRAES o |lufynfgle

niTgoRE

Bl- ~ COVID-19 = % % w 3 9T - k45

£ e

LB AS TF 5 2RI BT AL RS A 2N 2 R SRR A A Y F R A
2 3t % o

2GR R T ST > RGRES G AR - MR EA B R R R .

3. #£ 31 adversarial training v random noising = #& L j¥+>+ |7 i adversarial attack 3% o

S PP TERE

- S Fi AR

phasel 2\ P30 f & X & L b HA 0 A HHRAEBA M (W3 A8~ 2] v F &
BFEEE ... ),ﬁ@%%&i$ﬁmm%iﬁ,vuxﬁ4¢m%iﬁmpyﬁ¢%ﬁﬁ‘
Be B A R o 2 BUEHEA] 1S 0 AP g Mk T 4 R R A 0 A SRR R ok
S doS A SRR A FER s PlEN T - ﬂ;g o

m%ﬁﬂﬁﬁﬁﬁﬂ°wﬁ*%%#w‘ HI ] HCA] R 7R e T R i e
Bh TEAG T M A AT e BRI o ?ﬂ”%vﬁﬂm@§%’%pﬁ&%ﬁ’“ﬁ%£FT~ﬁ

phase3 % iF* ¢ ¥ 2| WA 4e » — BTG A 0 T F AR ST B R ES B
Bl 2SS % o ZRCZ|ETI AT 0 BN A AP R H S g TR s h o

Phase 3
e R L e
defend against
adversarial attack
Phase 2

i
I
1
: llect

Data C i ]
H a%{sé;gon — Generate — Train the
- Captcha the Captcha model |1
1
1
: Test goal:
1 fail
: recognition
: Adversarial
: attack
1
1

Bl- AT AeT A B



:‘Fiﬂ%ﬁﬁﬁ

(_ )7&- e P ython
i ke
Bl 5 2 =8 e -
1. PIL.Image : B % 2 = &%
PIL(Pillow) &_python p z* PGSR E 2 T kAL AH G R L
I S S N R ) [ g R AR
2. matplotlib : 3§ W B £ ~ & B
matplotlib £_python g Bl & > 1 & AL % kG5 #cdp il § 1 B R/ 7 Shdt o
%o
By e 22 A2 R
Lnumpy © 8B H ¥ < A AR ¢
numpy ¥ - & python g /2N B » LB~ E R LI HELE

gk AR R R AT 0 2N P e attacked image € @ * numpy P 2 59 npy
R e
2. keras & tensorflow : % B & ¥
keras &>t tensorflow si— & B < J 448 0% % APl > 7> python % F¥iF &
B e R o
(=)' ®IFE B google colab
google colab £_google #% i c7— #& L > Jupyter Notebook 34 + python B 1 & » ¥
MEEHTRmBAES P LY rﬂgpu'7 Y x*e‘ oo d PV U RIHEE ERT
AL o @ FE AP OTRE BT T 0 L5 & K gpuo F]t i@ * google colab -
R ood 3AE R chE_google colab é’u %F» » F]gt google colab ¢ J1 I p # AR -
gpu * B 3 53Rt AL o F|P o L_%Eiﬁ‘*’%mfﬁnf‘\ e RELL gpuin® £A i s o
T RIAL google p B ¥TARF b g AT f Bdpdp 4 -

3]
B-N



i‘piéﬁﬁﬁ
(— )2k 7 7% | B -7 --CRNN #i-%] (Convolutional Recurrent Neural Network)
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Proactive Defense

Adversarial Training Training a model that is
robust to adversarial attack.

Given training set X = {(x%,91), (x2,9%),---, (xV,9¥)}
Using X to train your model
Forn=1toN

Find adversarial input X™ given x™ by an attack algorithm

i Find the problem
We have new tralmng data

={G.9").(&.9%), . (3. 97)}
= Using both X and X’ to update your model Fix it!
Data Augmentation

B3 - adversarial training /& 2/ (35~ p [6])

2. S 1% %l :2 230 (Random noising) :
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input: | [(None, 90, 25, 3)] input: | [(None, None)]
output: | [(None, 90, 25, 3)] output: | [(None, None)]
input: (None, 90, 25, 3)
output: | (None, 90, 25, 32)

!

input: | (None, 90, 25, 32)
output: | (None, 45, 12, 32)

l

input: | (None, 45, 12, 32)
output: | (None, 45, 12, 64)

!

input: | (None, 45, 12, 64)
output: | (None, 22, 6, 64)

input: | (None, 22, 6, 64)
output: | (None, 22, 384)

l

input: | (None, 22, 384)
output: | (None, 22, 64)

!

input: | (None, 22, 64)
output: | (None, 22, 64)

!

bidirectional_2(Istm_2) | Bidirectional(LSTM)

!

bidirectional_3(Istm_3) | Bidirectional(LSTM)

!

input: | (None, 22, 128)
output: | (None, 22, 31)

Bl- ~ CRNN #-3] 24 BI(% * keras 1 plot_model £ graphviz 2 =)
I L =

7 4v + EarlyStopping =7 Callbacks %-#ic » % val_loss (g if 4 15
Bild TS E RIS AP o

early stopping patience = 15

early_stopping = keras.callbacks. EarlvStopping!,

monitor="wal_losz", patience=early_stopping patience, reztore_best _weights=True
!

image | InputLayer

label | InputLayer

input: one, None|
Convl | Conv2D P @ )

output: | (None, 22, 31)

ctc_loss | CTCLayer

pooll | MaxPooling2D

Conv2 | Conv2D

pool2 | MaxPooling2D

reshape | Reshape

densel | Dense

dropout_1 | Dropout

input: (None, 22, 64)

output: | (None, 22, 256)

input: | (None, 22, 256)
output: | (None, 22, 128)

dense2 | Dense

B~ ~ Early stopping Callbacks %-#«
(= )& $ 58 | W] 03] i 7 adversarial attack
BV R D) LB A 218 0 AT L @ % keras.backend P i i
ctc_batch cost 3+ & A ¥4t 2 2 B & ~ F e gE s hloss B 0 ok T B AT o

o : E _I : | D

Loss — 8ICD 0.00576
Loss — 8BCD 16.12209

4= ~ CTC Loss # 7+
B A G R4ET KT adversarial attack 45 i 02 {0 AP AR T T = 48 label 3
R 12 = 48 loss 3 i

® prediction : BRI 43T @] B 247 loss & # /] ¢ label

® original label : captcha B] ¥ et /2 ¥ %

® target label © # ¥ % ¥ * adversarial attack #-4-%) F = P &

¥

predict loss © 73] ¥4+ B] & 2| %rend | loss B
original loss : #-3] $+*% original label 77 loss &



® target loss @ -7 ¥+>7 target label £ loss B
B ol kB o ; A R ) - 58 °2DS2’(original label) 5% 78 75 21| %7 5 *2DSU’ (target
label) » #X @ #-4| 2| %78 % 5 °2DS) (predlctlon) Pl3e4™ V4o T & Ao o

2 D5 3

predict loss — 2DSJ 0.3 6285
original loss — 2DS2 10.02384
target loss — 2DSU 5.03246

£ ~ p 3T loss A &L F T
A iE B target label 517 7% §_% original label ¥ "ESEH 2R o TS H g T
~ o d 3 adversarial attack (7P HE_5 7 @ % B L ¥} captcha Y| $T45 1 0 T HE AT B K
File POl i dR R s B A L FREET @ oA e o
A9 ¢ @ * adversarial attack » ] R F e F A R 3R A SEFERNY Foadein 0 i
FI5EACA) - 8 29T 5 B4R o 2R A > adversarial attack #72 & gfe i ¥ 2EAES 4
* o @ A _Ryp A e loss (£ iE {7 gradient descent o
Adversarial attack - ie/% 5 0 AP € X TR F DR S xo0 £ 2 - 1'[# # Xo
#0254k ehah B oxe (5 adversarial attack S5E0) o #-xo 22 xr £ {8 B AL B XY
& * model 2| %7 x*! $+*+ original label 2 % target label mloss B RBFT L R
i iE ¥ 2k T_adversarial attack et £ 0=0.8 > i ¥ M EAR N L E A target loss
@ 24 5 3 3 original loss T ¥ > 4 3 target adversarial attack (hE, & o ¥ ‘b > AR 2
W o kPR g target loss B # LK 0 Aok T Bl AToT e
def 1r schedule(loss):
if loss > 3:

r = 0.1
elif loss > 1.5:
lr = be-Z
elif loss > 0.7:
lr = 1e-Z
elif loss > 0.3
lr = bke-3
else:
lr = 1le-:

return 1r

B ~ -~ adversarial attack 7 learniﬁg rate
@ adversarial attack e+~ L E e F R FA B TR € RF X FHRTEIFF P L Lo



Algorithm : Target adversarial attack

Input : original image, original label, target label, model

© N O Uk WDNPR

N R R R R R R R R R R
© L XX N o u s~ WwWwDN = O

21.

Let xo, Xf = original image, shape(xo) # xris an adversarial foreground
Let label,, labelt = original label, target label
Initialize attack parameters n, a, ¢, T;
Let X2 o= Xo + X
func calculate_loss(pred, label):

return loss(pred, label) #it depends on what kind of model it is
func Clip(array, eps):

for x (0 to len(array)-1) do:

if array[x]>eps:
array[x] = eps
else: pass

return array
func gradient_descent(loss, array):

array = 0loss/darray

return array
fort (0 to T-1) do:

lossoriginal = calculate_loss(model(x2@4), label)

loSStarget = calculate_loss(model(x?¥'+), labely)

losstotal = -(1-0t) ¥l0SSoriginal + A*[0SStarget

xf = xf +n*gradient_descent(losstotal, X2%%)

x2%,1 = Xo + Clip(xs, €)

Output : xX*%1, which is an adversarial attacked captcha image

B4 -~ adversarial attack & %48
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=~ SHEEREMA S M 0358 17 adversarial attack
(= )44 - & B ¥ & {7 adversarial attack

1.7 2% P b

P B P e i FE R adversarial attack A%.3% it 49 B B P 4o b R
(perturbation) » I & x5 | HHIAI B * A 2 5 |ET o AR R Y F 2 IR %
¥ ac ¢ ¥ & #-3) ~ original image - target label (97 e @ F AT A R o A € * 2w
SRR T =TS IR
2. FBK T

€ =25/500. > T =500 epochs - original label = ‘EL2M’ - target label = ‘ER2M”’
3.9 kRS

H-A] 44+ adversarial attacked image =7 loss &4 Bl ¥ -

Adversarial attack loss

16 - \ —— Original Loss - EL2ZM
Target Loss - ER2M
14 -
12 -
10 -
L
5
E -
_q_ -
7
D -
0 100 200 300 400 500
Epoch
Bl = - adversarial attack =7 loss & % i*
qriginal image attacked image perturbation
original loss 006663 16.12094 X
target loss 16.18359 0.00444 X

%7 ~ H3E B % adversarial attack »< % B

4. 55t

dofe b Bl AT 0 & 8 A 7 1) 220 epoch 2. 18 0 Fi0A] 3% attacked image 0
| T3k ¢ 7€ _original label » T°EL2M” » 4% 31 ¥ T AP AR T e target label o
FER2M’ o @ bt e fé loss B % 14 0L I o target loss § - B T ' AR 0 @
original loss 473 — & F PP AT ' > A PEGERIV a0 AT F A PR 2 £ 0=0.8 > F
adversarial attack cPiE 42 ¢ ¢ i LIE target loss T "% » @ £ original loss F = o

¥ ¢k >t g T ¢ ehoriginal image f- attacked image ¥ S4B IR 0 5 SRR T 2 B
BEIRT L g ML EE . R T g ¥ FIREAS BT BRI ¢

SfE PR AR ipd BN 2 (8 BRI R 4R o

(Z)FFT B~ 1V E e ¥ B 7 ARE Sk & {3 297 loss B e &
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PeA B P L RIS B E e $ B P AR v % 27 B0 ) %7 loss B RS
2 o % adversarial attack ¥ g ¢+ /] ¢ 5 attacked image & original image 2 & ¢
L3 Fer AT E AR PEEAHIEERL 0 A e L RT 0 ER
adversarial attack »T% 7 if o F|pt » AP ZT RIS P F he B o

T =500 epochs > original label = ‘8JCD’ - target label = ‘§BCD’

3.9 kRS

epsilon image perturbation original loss target loss
0/255. —8=_ L D 0.00576 16.12209
1/255. 830D 0.00511 16.12050
5/255. “83.0D 0.20685 1545538
10/255. : ".E _g ".':_' D : 14.61891 5.95429
25/255. 8300 16.11742 0.00268
50/255. .'J-E-";g;_' {.A : 16.11751 0.00224
100/255. 830 o 16.11760 0.00223
150/255. 8; i 16.11761 0.00224
200/255 830D 16.11760 0.00224
255/255. -43{3;:3‘9_ 16.11755 0.00218

% N Fr epsilon ¥+ adversarial attack 8 55
4, %% 243

Ript 27 &> foe] > 10/255 pF > adversarial attack si»c % & 2 P &g > 1 &
AP e @ B2 LU EHCA 28T A 2 B < B0 A A e=10/255 % > 7 1
T I original loss ® 5= 2L % § » 2@ targetloss iz " ] 1.0 1T o & om R fR
adversarial attack @ 5.7 r1g P2z friil g R 2 #5E @ F e=25/255.pF
original loss fv target loss e & & % & Fpdp e b = 82T "% o @ 2 (S ¢ perturbation ~
original loss v target loss I i § % ¥ et 2 @ & 4 B F et 0 ¥ OUJEET
adversarial attack I £=25.255 3£ % 7 iz b 3 o

R > ¥ Jg I| adversarial attack ¥ & € ] 5 target label ¥2 #-7] er2| ¥74p £ iF +
mERTEL SR A S H TR A A AT T A e o SRR
K T_e & 50/255. -

¥ ¢b 5 g2 X adversarial attack i L B F i S9iE A fFamE A FEE P g 0 AR
Mmoo NP RERY - LRY R ﬂ\ﬁ/%ﬁ;g deor — AR ORI > 4~ iRE 7
IRy 2 €5 < 5 E-

(2 )47+ loss B8 FHOY 2 6 H ¥ chiz i

1.2 P

Fla NP2 R % T &~ £ 4 2 attacked image » € i 42+ £ OF ARG PF
B 50 el svenid B > A4 34 adversarial attack £ target loss M3t — F_{E >
B A pE o i imak 2o

Flt Rt F AR FS R BRI HR P | Er g < loss B o
2. $BR T

original label = ‘JLRX’ - target label = ‘JL4X
3. %R S
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Loss --= Prediction

16 1 — original loss

14 { — target loss
— pwest loss
12 A

10 1

loss
[wre}

0 20 40 G0 B0 100
steps
B+ = ~ loss i& & prediction enk# % B
Bl % cn® F jp ¢ & B3] ¥ attacked image enZ| ¥ % F 4 > 4o & A1oT

B d

prediction JLRX JLHX JL4X
step ~31 32~60 61~
< B Bk original loss 0.80526 7.97255

< B Bk target loss 5.02955 1.14596

- WA HEL
4. % %34
BLER-L =P ¥ U £ 1 40~60 epoch BF > target loss e1iE © 4§ K3
original loss » #X @ pt P¥ target loss & & 2547 ed -] loss & » F] ¢ attacked image 7
€ A 2| ¥72 target label o
“%ﬁﬁh@@ﬂﬂmabwﬁﬁﬂ%“ll’ﬁ“ﬁﬁé&?ﬁg*rwﬂﬁ
FALE & { Mehloss B A i = 7 adversarial attack » F]yt 2 i -2 15§ B 5 maxloss
BEXTE 05
(=) F & % > epoch 1 it i target loss "% | 4% %_i& (maxloss)
R &P
P Bk en P e s PIEE adversarial attack 3K 7.7 maxloss eFIR T AT E R (& F
T 0 K ig3t2 f8 4 & adversarial training TR X007 F & chpE o
2. FBR T
€=50/255. > PIFEF AL & + - =200 > maxloss=0.5
3.9 %R S

[a—y

13




Maxloss = 0.5

count
&

0 - T 1 T T f T T | T
1] 50 100 150 200 250 300 350 400
shep
Bl = ~ F|:E target loss = 0.5 #7F 38 {7 = #ic
4 B %%
BLRFI w7 0 I % 04 T S8R & 100 epoch 1 T 4R S s
My FFARLEEFARTER® D100 B epoch 11 b oo F]PL A £ F FIRER R ih
45 > Vi ¥ 12 % adversarial training 3 X< ) &2 X Ap ke 0 & 4000 3% o

14



= ~ &P ¥ adversarial attack 3
(= )i * adversarial training *# < adversarial attack 3<%
L?%Bﬁ
Bt FEER A g R A R R4 F R E X M2 @ * adversarial attack 2 =
?1‘ B XU PURTR P H
2. FHR T
attacked image : €=50/255 > maxloss=0.5
training : 'R F AL F X=4000 > X’=4000 > 150 epochs
AP E R b B = P R T Y R g - 2
X) 22— - Hehr F - (X)) £ X 4c b e 2T A % o

3RS
Model training loss
g -
4
3 4
w
5
7 -
1
0 -
T T T T T T
0 20 40 B0 80 1040
Epoch
B~ 7 -~ adversarial training 51 loss & % *
) ‘P‘rediction: EK8K Prediction: VTW4 Predictiqn: MS36 ) Predjction: MMH3
ERKE& K- VTWH4 MIE36 s
I;’redlc.tlon PV.C5 Predlctlon jSFH ) Pr‘edicti'on: FYCY Pr_edictiop: LSZW’-
PG 5 e £ R He "F¥LY- GLETH
) Predlctlon KMFF . Predlctlon 98JC . ) F;rédiction: A.Y4S . Pre_dictior;:-G;:?
;xﬂﬂg;_ﬁ&iﬂ,:A?ﬁs._&SCP:
.Prediction: DCP5 . . Prediction: M2HY ’ Predlctlon K.8R3. Predlctlon D4LD -

DEPS, MWITHY: KER3 D4lLp

Bt captcha By ﬁ:ii‘l % ’HPF #
4. &% 314
d Bl4&7 i - B ’J'“ﬁ KPR $T 5 BATFT R Wk T 1R
Woofka I+ 5% 10 epoch i loss EERTE DT 14T > E M train loss v
validation loss 4 %] & 0.1 = 0.5 -
m LR B L A W o AR A2 %7 attacked image fr R 4o B 8 gk dp g &
T e

-~

15



\mufgﬁﬁ_r‘:{g

d > adversarial attack _14 & 5 fF fm g SR
7* JPEG ~ PNG 3% ¢ $1 ] * i& (7 R &5 > F]

CARD R A

T

4 om HEk attack kM K > 4o T A AT

EEFE AP F LDORF T
» H#-attacked image # % 5 B 7 § FR w4y

& ors 5 T % pT

w A R. | ZRISE 20.-E8 -
predict prediction | 22AR LAJS 2DF8

loss 0.05740 0.90172 0.47412
original label 224R 2AJ5 2DF8

loss 12.13469 5.78667 0.47412
target label 22AR MAJS5 2D48

loss 0.05740 5.80375 10.16371
)| 0.1 0.8 0.1

# ~ ~ attacked image /&t 4 fﬁd' Bl 18
d P37 B, x %'3 el T adversarial attack fdp 4 84w & 18 R AR A0 4+

AR 7 KA iR T

Faf;— ek o

L &_lf;q = attacked i image B:j;_ s> 2\ g E python mnumpy e p = mnpy ’h—z"i\‘ lv":l
FooMLE R mE e & o

= ~ adversarial attack v & 73 1+ B 4%
adversarial attack &_— & ¥+ ] ¥ :

EEES X

& B e R

55 )

- . 3 vz , 3
oA e 0 PG Vi R A A G L 2 4o T BT
3 P
A A -4 B
2ALs 2406
7436 T 2438 7436 2436 2416 7436
0.4546 1.6539 9.4546 @.1558 0.1558 9.7167
558t =58t
558X ' 5581 558X 558L : 538L 558X
8.4006 7.6872 9.4996 2.0238 .9238 7.4982
9°E.6 3 .6 3
9EGD 9£G3 9EGO 9EG3 9EG3 9EGS
0.3044 1.7016 9.3044 0.8377 0.0377 8.4468
CBYM, CBYM.
cavm CBYM C4vM CBYM o CBYM caym
8.4191 13.5332 9.4191 8.1226 8.1226 14.6379
FpaZ: FaZv
GBYZ F8oz 6897 Fgo0z FEOZ 6397
4700/ 1.3380 2.46e7 8.8577 8.8577 12.4778
o - N X846
s g 1346 184G 184G 1346
o sl L se 8.1548 8.1543 20.7542
P2 WFP-2
nan2 wpz P2 Mp2 M3p2 M4P2
gt 19-01a2 8454 8.0258 0.0258 13.9852
s;sbz 8 R2SD 825D NESR
0.4812 9.7625 9.4812 ) A s
7 2 B.86598 B.0598 13.5378
v 8 ‘3 X u 8 5 ~
UESX U8sX UESX ey - s i
0.4866 3.6067 9.4366 sl il il
o T Loy : 2 5
X = E:‘l----: x —"EJ"
XDBH X3BH XDEH i
8.46668 15.1282 a.4660 X5EH X3BH XDEH
B.3290 3.2197 16.1838
AP AR ST AT A R R eh ) B 2 BTk

16




FORPY ol KRG R APl ML BEREDL AR A S AR RS
IR B T & AT o

I
prediction original label target label
predict loss original loss target loss

- 4@ % - adversarial attack ¢ ¢ * ensemble 77 3\ iE f? s WHE R I S BE R
btk > MED R AR B AR AR gk o B F AP E B ER ¥ ensemble
. H # HF & 4o 38 adversarial attack °

2

o

= AR

AT G E PR R DRES TLIFRAEY PRODRT N DR EA Y
$oA) o ¥ A #ehi@ % adversarial attack 51 E2E A ¥ TR 8 R B ) ¥ ﬁx*‘ 5 7R
7 adversarial training s73x % o

Fgp At e % CRNN #3193 AP g e 4 & s 3l cn2 | W 0] > 2R w35
overfitting ehIR % > 2R 7@ BRI B HAL chFE 2 M3 0.9 o I 3 adversarial attack £3%
Ao BER] T Ao R i < 1 E A e=50/255. 0 ¢ T* 2 S r s A A 4 4 Een
2% > @ ik Tmaxloss=0.5 IR T o o4 gy g ik o B i (7 attack o AR 0 P o AP en
73 ¢ o adversarial attack 7 = B R 4Z : 1. P #v ¥ ¢ 45¥4F T 03] #Ladversarial attack » 4o %
g P H B A S g mi 2. d *" adversarial attack e 3% = [B] & PFAR R 4 < i R
fma o )T*ug 4 3 - ; 3. A ¢ * ehadversarial attack FoprE & 8% ¥ " |¥eF o Fihah
b bt TR T% * H i adversarial attack =% & 2 #-attack #7 F cOpF o FRE F L o

ESEaR I<§ R A e 2 Rl T HP 3 A R B 0 iRt 4 = 4§ (Generative
Adversarial Network) - & 4p 0 » & 2 B e pFe L j3 £ &4 j{ﬁm;,‘ I/I§ Frenp g
A - HRAFIRNFEARR o T WIS F RS HE oop 2 2 5 I gpg4p
51 o

71%5 TR TR ARG 4 5P o Bde o £iF adversarial attack F5 ZEAS T L iE -

L *J-f?:‘%l [ B A 1 2 o exh ¥ R * adversarial attack 0 4 = - ERERZEH o T

51 %E@ 2AS F N A A 2 fa}_% B EAE X BN hE % bl4o# 2ACL 3 5 KLMN
M X i}“? Mt e T i B 0 CKLMN P B kg7 e it TP 344 - fe b B 8 ehiade o
¢ zEEaA - x | ¢ BEEHA - X
mABRRE
2acy
BE
TREx 88
2A°C L

B+ = -~ adversarial attack & ¥ ﬁs?l r»egredr [P T & B

17



SNAREY
— ~ adversarial attack _F r4r 33 ¢
f AP FT 3 ¢ o adversarial attack ¥ MF A M~ R 3B~ 4 2@ R G OR
B AP F T O A ’ﬁ-mfﬂm 4 %iﬁf:’;/{%{

~ ~ adversarial attack F» 4 4] -
gk P 3 (%% * ki adversarial attack s34 » |4 random noising ~ # it &
o ANPEFARKT LSS E R R 2 g% o ¥¥ 2207 adversarial attack
;r'J:/Eﬁ; °
= ~ F #7 adversarial attack 5k Z#5 5 A A e e B S
WIS enferh Y §AEY PR RES > RA 0 ST BB BA FRERRES  E
PR AR RAR I o Fom R AR EEFER . 8 JIRN AR ITREAET L FRT] 4
KRR S PR A% TR O SR I R EAIP Y o

RN S
[1]Shao, R., Shi, Z., Y1i, J., Chen, P. Y., & Hsieh, C. J. (2021). Robust Text CAPTCHAs Using
Adversarial Examples. arXiv preprint arXiv:2101.02483.
[2]Kui, R. , Zheng,T., Qin, Z. ,Liu, X.(2020). Adversarial Attacks and Defenses in Deep
Learning .Engineering,6,346-360 .
[3]Liu,X.,Cheng, M., Zhang,H., Hsieh,C.(2018). Towards Robust Neural Networks via Random
Self-ensemble . arXiv:1712.00673

[4] BURT » R 3R E(2020) o F1* iR F Y oL podp X GAER 2020 S HREFEETE 5 60

B, o

[5] Hung-yi Lee(2021) - [ ZB & % 2021) k p * 285 E & s ¥ (Adversarial Attack) () — 2

* % 4 [Video file] » Retrieved from https://www.youtube.com/watch?v=xGQKhbjrFRk

[6] Hung -yi Lee(2021) o [# B & ¥ 2021) k p A g% £ 52 ¥ (Adversarial Attack) () — #
EReRLi T ERE A MFE A AR E R ?[Video file] » Retrieved from

https.//Www.voutube.com/watch?v =z-Q9%aSH2Ig

[71OCR : CRNN+CTC B /i #c 3&-4w %47 o Retrieved from https://www.ycc.idv.tw/crnn-ctc.html

[8] Shi, B., Bai, X., & Yao, C. (2016). An end-to-end trainable neural network for image-based

sequence recognition and its application to scene text recognition. IEEE transactions on pattern

analysis and machine intelligence, 39(11), 2298-2304.

18



HEPFL N FEPRIFER D

f# o BB S FHART A RE P HRIFFES -



	190028-封面
	190028-封面

	190028-作者簡介
	190028-本文
	摘要
	Abstract
	壹、研究動機
	貳、研究目的
	參、研究過程與方法
	肆、研究結果與討論
	伍、研究過程中的問題
	陸、結論
	柒、未來展望
	捌、參考資料

	190028-評語



