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This work proposes a hardware cryptographic key generator based on the inherent unpredictable
and chaotic characteristics of chaos circuits. Starting from the implementation of a basic Chua circuit,
we investigate the basic application of hardware security. Moreover, an advanced technique is
proposed to implement a “4-scroll” chaos circuit by integrating resistors, inductors, capacitors and

op amps on a circuit board.

Rather than using a single chaos circuit, this research employs two identical multi-scroll chaos
circuits, in which they have small component value variation, to induce “butterfly-like effect”. With
analog multipliers, the outputs of these two identical circuits would be multiplied to generate a key

in a chaos system.

MATLAB is also employed to verify the operation of the proposed circuit and perform the circuit
output signal analysis and the robustness of the proposed key generator. Furthermore, randomness
and uniqueness are used to evaluate the cryptographic key by its mean and cross-correlation. With
the experimental results, the proposed “4-scroll” circuit can generate the hardware key efficiently
with high security.
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NR input negative current
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Slope=m0

Slope=m1
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NR input
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%1073 Negative resistance characteristic

NR input negative current
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Slope=m0
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5-1-2 fFrnfies b Vi e Va2 XY

*FHTXY ) BRI A e A

B 5-2-1 FrRiiEs e MATLAB S5 28 Rs 2 MBS | FREAULLE: - v R va SRt
XY FHTIEEIR - BEREI R 3E » FHEEA AR 1300Q ~ 1600 QR 1800 Q » [
ZEREH G RARE " SRR [ R RO, #ECh L8 P HERR MATLAB
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Rp= 1800 Ohm
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ey

V(1)
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b -
/
o
10
P

2 o 2
vi2) v(2)

B 5-2-1 28 K MATLAB A0S Vi J V> B9 XY & (Ry=1300Q ~ 1600 Q -~
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FEZE 0 B 1 HU%SE > MATEEAERY 0 BR 1 R BB R 2si R > ZFT ] DA —2 20
BB 37T

\ér
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Vi = XNOR = ,
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Vel 11 1
V1 o l
N
v, XNOR 1 > |
. Code: Q4
V,o |4
v2 2 RM R out
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Rp= 1880 Ohm

V(3)

5-3-3 MATLAB SR EEFE 2 VU ek 5 [ F-[&]

VU~ B AE fit

TEfE 5-4-1 1+ MATLAB f5fsErh - FEEEIE Vi BVRTAATRE +-0.1/0.2(5T (/B () Ko+-
0.01/0.02(4L (1y/8 (1) v HH BEE 21 4 1B B msec IVREREITE » 11 Ko V2 & IEE R —HERTEL
B 0 R 5-4-1 FIE R REAY B E -

; time = 0 to 1 msec, +: start, o: end,v(2)=0,v(1)=-0.01/-0.02, i=0

V(2)

time =1 msec to 2 msec

V(2)
time =2 msec to 3 msec

1 time =0 to 1 msec, +: start, o: end,v(2)=0,v(1)=0.01/0.02, i=0

V(2)
: time =1 msec to 2 msec
S0 &=
- . . . .
-4 3 2 1 0 1 2 3 4
V(2)

time =2 msec to 3 msec
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; time = 0 to 1 msec, +: start, o: end,v(2)=0,v(1)=-0.1/0.2, i=0

1 time = 0 to 1 msec, +: start, o: end,v(2)=0,v(1)=0.1/0.2, i=0

o o
‘1-4 3 1 0 1 2 3 4 ‘1-4 3 2 1 0 1 2 3 4
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time = 0 to 10 msec, +: start, 0: end, v(2)—0,v(1) =0.1/-0.2, i=0 time =0 to 10 msec, +: start, o: end,v(2)=0,v(1)=0.01/0.02, i=0
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